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DETAILED ACTION 



2. 



1. 



Claims 1-21 are pending. 
Claims 1-21 are rejected. 



3. 



Drawings 

The drawings filed on 09/24/2004 are accepted by the examiner. 



Claim Rejections - 35 USC § 103 



4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over Junichi Hayashi (US 
PG-pub No. 2004/0003261 Al), hereinafter Hayashi and in view of background of the invention 
and in view of Yuan et al. (US PG-pub No. 2002/0161721 Al, hereinafter Yuan. 

As per claim 1, Hayashi discloses: 

- obtaining an electronic transcript (Hayashi, paragraph no. [0095], "FIG. 17 shows a 
flowchart of the signature processing performed by the signature device described above. First, 
the image input unit 1 1 inputs image data of an object of signature image data of an object of 
compression coding) and sends the image data to the image coding unit 14 and the normalization 
processing unit 12"), where "unit 14 receive the image " and "image" data ' is the same as 
transcripts, as claimed; 

- obtaining signature location information including at least one of a page number 
and a line number within the transcript where a signature image is to appear (Hayashi, 
paragraph no. [0157], "Signature object image data is inputted to the signature device 131 and is 
subjected to signature processing using a first key, and signature data is outputted. Note that any 
signature device of the above-described embodiments may be used as the signature device in this 
embodiment. For example, in the case in which the signature device in accordance with the 
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second embodiment is applied, data which should be inputted is a code stream. In addition, the 
normalization processing is also performed in the signature device in this embodiment as in the 
above-described embodiments"); 

- incorporating said signature image into the electronic transcript; associating said 
signature image with said signature location information (Hayashi, paragraph no. [0161], 
"Since an unspecified large number of users is accessible to the network 133, the image data 
inputted to the signature device 131 is likely to be falsified until the image ...a normalization 
method used at the time of signature is necessary, and the normalization method can also be used 
as a third key for performing the verification processing"); 

- performing a modification detection operation on the electronic transcript to 
generate a representation of the contents of the electronic transcript (Hayashi, paragraph no. 
[0038], "an input step of inputting compression-coded data, which is obtained by coding coding 
object data in the coding device, and normalization information, which indicates a reference for 
converting the compression-coded data into the normalized state"), where "normalization data" is 
the modification and "indicates a reference for converting" is the detection, as claimed. 

But Hayashi does not explicitly teach "providing for the recording and time stamping 
by a digital notary service of the representation of the contents of the electronic transcript 
or obtaining a notary record from the digital notary service of the time stamping or 
digitally signing the notary record or forming an electronically signed electronic transcript 
by bundling the digitally signed notary record with the electronic transcript". 

However, in the relevant art at the time of invention Yuan discloses (Yuan, paragraph 
no. [0037], "In this particular example, service provider 130 provides digital notary service to 
generate and subsequently verify records of transactions. The service provider 130's records are 
stored in database 140, which typically is maintained with high security and reliability in order to 
enhance the trustworthiness of the records in the database 140 and of the services provided by 
service provider 130"), where image data used for digital signature as a "Digital Notary Service" 
as claimed. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with Yuan's disclosure of "Digital 
Notary Service to generate and subsequently verify records of transactions". 
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The modification would be obvious because one of the ordinary skills in the art would 
want to notarize legal document electronically in a distributed environment to obtain/view/print 
the document anywhere from the world with out a visit to Attorney office, which is also serve as 
serve as time and cost saving purposes. 

As per claim 2, claim 1 incorporated and Hayashi discloses: 

- performing a first hash operation on the electronic transcript to generate a 
representation of the contents of the electronic transcript (Hayashi, paragraph [0109], 
"Signature data and the public key Kp are inputted to the decryption processing unit 53. The 
decryption processing unit 53 applies encryption and decryption processing to the signature data 
using the public key Kp to calculate a Hash value (first Hash value)"); 

- concatenating data to the representation of the contents of the electronic 
transcript, said data identifying a user (Hayashi, paragraph no. [0037], "a holding step of 
holding verification data which is obtained based upon compression-coded data in a normalized 
state generated in the coding device"); 

- and performing a second hash operation on the data concatenated to the 
representation, the second hash operation generating a representation of the contents of the 
electronic transcript and the data (Hayashi, Abstract, " calculates a Hash value of the 
normalized code stream (second Hash value). Next, the verification processing unit compares the 
first Hash value and the second Hash value and, if the first Hash value and the second Hash 
value are equal, judges that the code stream is not falsified"). 

As per claim 3, claim 2 incorporated and Hayashi does not explicitly teach a particular 
"RIPEMD-160" hash function, however, the background of the instant application discloses ( 
paragraph no. 0015], " As the Hash function, there are known, for example, MD-2, MD-4, MD- 
5, SHA-1, RIPEMD-128, or RIPEMD-160 . These algorisms have been laid open to the public. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with background's disclosure of 
"RIPEMD-160" hash algorithm. 
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The modification would be obvious because one of the ordinary skills in the art would 
want to use an efficient algorithm which is known and open to the public. 

As per claim 4-5, claim 3 incorporated and Hayashi does not explicitly teach "user name 
uniquely identifying the user", however, the background of the instant application discloses ( 
paragraph no. 0025], "That is, only a user himself/herself having the secret key Ks can calculate 
D (Ks, M') and, even if another user uses a false secret key Ks' to calculate D (Ks', M) and 
pretends to be the user himself/herself having the secret key Ks, since E (Kp, D (Ks', 
M')).noteq.M', the reception side can confirm that the received data is illegal"), where using 
secret key to identify the user mechanism used, as claimed. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with background's disclosure of 
"using secret key". 

The modification would be obvious because one of the ordinary skills in the art would 
want to have data security mechanism in place to prevent intrusion. 

As per claim 6, claim 1 incorporated and Hayashi discloses: 

- wherein said signature image is obtained by scanning a signature into an image file 

(Hayashi, paragraph no. [0086], "First, pixel signals forming an image to be an object of 
signature processing are inputted to the image input unit 1 1 in the order of raster scan"). 

As per claim 7, claim 1 incorporated and Hayashi discloses: 

-incorporating said signature image into said electronic transcript at the location 
indicated by said signature location information (Hayashi, paragraph no. [0086], "First, pixel 
signals forming an image to be an object of signature processing are inputted to the image input 
unit 1 1 in the order of raster scan. Thereafter, the respective pixel signals are inputted to the 
normalization processing unit 12 and the image coding unit 14"). 

As per claim 8-9: 
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Official notice hereby taken that is well-known in the art to use "pointer" in data parsing 
algorithm and it is a common and efficient practice. 

As per claim 10, Hayashi discloses: 

- receiving a signature document having a signature thereon from a user (Hayashi, 
paragraph no. [0090], "A normalization method is determined as a class and contents of the class 
is shared by the signature processing unit 13 and a verification processing unit of a verification 
device described later in advance, whereby it is sufficient to send an identifier"), where signature 
verification unit verify the signature, as claimed; 

- scanning said signature into a signature image file (Hayashi, paragraph no. [0086], 
"First, pixel signals forming an image to be an object of signature processing are inputted to the 
image input unit 1 1 in the order of raster scan"); 

- receiving an electronic transcript (Hayashi, paragraph no. [0090], "A normalization 
method is determined as a class and contents of the class is shared by the signature processing 
unit 13 and a verification processing unit of a verification device described later in advance, 
whereby it is sufficient to send an identifier"), where signature verification unit verify the 
signature, as claimed; 

- receiving signature location information including at least one of a page number 
and a line number within the electronic transcript where a signature image is to appear 
when the electronic transcript is displayed on a viewer (Hayashi, paragraph no. [0141], 'An 
image is restored by the above processing and outputted to the image output unit 1905. The 
image output unit 1905 may be an image display apparatus such as a monitor or may be a storage 
device such as a magnetic disk"), "unit 1905" is the display to view data, as claimed. 

- incorporating the electronic transcript, signature image file and signature location 
information into an electronic transcript file (Hayashi, paragraph no. [0161], "Since an 
unspecified large number of users is accessible to the network 133, the image data inputted to the 
signature device 13 1 is likely to be falsified until the image . . .a normalization method used at the 
time of signature is necessary, and the normalization method can also be used as a third key for 
performing the verification processing"); 
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- performing a hash operation on the electronic transcript file to generate a 
representation of the contents of the electronic transcript file (Hayashi, Abstract, "when 
signature data is inputted, a verification processing unit 22 performs encryption and decryption 
processing with respect to the signature data using a public key Kp and calculates a Hash value 
(first Hash value) and, ... the second Hash value are not equal, the verification processing unit 
judges that the code stream is falsified"). 

But Hayashi does not explicitly teach "providing for the recording and time stamping by a 
digital notary service of the representation of the contents of the electronic transcript or 
obtaining a notary record from the digital notary service of the time stamping or digitally 
signing the notary record or forming an electronically signed electronic transcript by 
bundling the digitally signed notary record with the electronic transcript". 

However, in the relevant art at the time of invention Yuan discloses (Yuan, paragraph 
no. [0037], "In this particular example, service provider 130 provides digital notary service to 
generate and subsequently verify records of transactions. The service provider 130's records are 
stored in database 140, which typically is maintained with high security and reliability in order to 
enhance the trustworthiness of the records in the database 140 and of the services provided by 
service provider 130"), where image data used for digital signature as a "Digital Notary Service" 
as claimed. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with Yuan's disclosure of "Digital 
Notary Service to generate and subsequently verify records of transactions". 

The modification would be obvious because one of the ordinary skills in the art would 
want to notarize legal document electronically in a distributed environment to obtain/view/print 
the document anywhere from the world with out a visit to Attorney office, which is also serve as 
serve as time and cost saving purposes. 

Claim 11 is rejected under the same reason set forth in connection of claim 3. 
As per claim 12, claim 10 incorporated and Hayashi discloses: 
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-wherein said performing a hash operation comprises: performing a first hash 
operation on said electronic transcript file to generate a representation of the contents of 
the electronic transcript file; concatenating data to the representation of the contents of the 
electronic transcript file, said data identifying a user (Hayashi, paragraph [0109], "Signature 
data and the public key Kp are inputted to the decryption processing unit 53. The decryption 
processing unit 53 applies encryption and decryption processing to the signature data using the 
public key Kp to calculate a Hash value (first Hash value)"); 

- performing a second hash operation on the data and the representation, the second 
hash operation generating a representation of the contents of the electronic transcript file 
and the data(Hayashi, Abstract, " calculates a Hash value of the normalized code stream 
(second Hash value). Next, the verification processing unit compares the first Hash value and the 
second Hash value and, if the first Hash value and the second Hash value are equal, judges that 
the code stream is not falsified"). 

Claim 13 is rejected under the same reason set forth in connection of claim 4. 
As per claim 14: 

Official notice hereby taken that is well-known in the art to use of user data always keep 
track with associated user. 

Claim 15 is rejected under the same reason set forth in connection of claim 5. 
As per claim 16, claim 10 incorporated and Hayashi discloses: 

- when displaying the electronic transcript, is operable display the signature image 
at the signature image location (Hayashi, paragraph no. [0141], "An image is restored by the 
above processing and outputted to the image output unit 1905. The image output unit 1905 may 
be an image display apparatus such as a monitor or may be a storage device such as a magnetic 
disk"), "unit 1905" is the display to view data, as claimed. 

As per claim 17, Hayashi discloses: 

- a computer useable medium and computer readable code embodied on said 
computer useable medium for causing electronically signing an electronic transcript by a 
user, the computer readable code comprising: computer readable program code devices 
configured to cause the computer to effect the receiving of an electronic transcript 
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(Hayashi, paragraph no. [0099], "FIG. 2 is a block diagram showing a functional structure of the 
verification device. As shown in the figure, the verification device includes a normalization 
processing unit 21 and a verification processing unit 22. Note that functions of the units shown in 
this figure may be realized by a software program. That is, this is because, by causing a computer 
to read a program having the functions of the respective units, this computer becomes capable of 
realizing the functions of the respective units"). 

But Hayashi does not explicitly teach "digital notary service". However, in the relevant 
art at the time of invention Yuan discloses (Yuan, paragraph no. [0037], "In this particular 
example, service provider 130 provides digital notary service to generate and subsequently verify 
records of transactions. The service provider 130's records are stored in database 140, which 
typically is maintained with high security and reliability in order to enhance the trustworthiness 
of the records in the database 140 and of the services provided by service provider 130"), where 
image data used for digital signature as a "Digital Notary Service" as claimed. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with Yuan's disclosure of "Digital 
Notary Service to generate and subsequently verify records of transactions". 

The modification would be obvious because one of the ordinary skills in the art would 
want to notarize legal document electronically in a distributed environment to obtain/view/print 
the document anywhere from the world with out a visit to Attorney office, which is also serve as 
serve as time and cost saving purposes. 

As per claim 18, claim 17 incorporated and Hayashi discloses: 

- computer readable program code devices configured to cause the computer to 
effect the performing a first hash operation on said electronic transcript file to generate a 
representation of the contents of the electronic transcript file; computer readable program 
code devices configured to cause the computer to effect the concatenating data to the 
representation of the contents of the electronic transcript file, said data identifying the 
user; and computer readable program code devices configured to cause the computer to 
effect the performing a second hash operation on the data concatenated to the 
representation, the second hash operation generating a representation of the contents of the 
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electronic transcript file and the data (Hayashi, Abstract, "A code stream and data indicating a 
normalization method are inputted to a normalization processing unit 21, and the normalization 
processing unit applies normalization processing to the code stream to generate a normalized 
code stream. Next, when signature data is inputted, a verification processing unit 22 performs 
encryption and decryption processing with respect to the signature ... the verification processing 
unit judges that the code stream is falsified"). 

As per claim 19, Hayashi discloses: 

- An electronically signed electronic transcript comprising an electronic transcript 
file, and a digitally signed notary record, said signed electronic transcript obtained by: 
receiving an electronic transcript (Hayashi, paragraph no. [0095], "FIG. 17 shows a flowchart 
of the signature processing performed by the signature device described above. First, the image 
input unit 1 1 inputs image data of an object of signature image data of an object of compression 
coding) and sends the image data to the image coding unit 14 and the normalization processing 
unit 12"), where "unit 14 receive the image " and "image" data ' is the same as transcripts, as 
claimed; 

- receiving signature location information including at least one of a page number 
and a line number within the electronic transcript where a signature image is to appear 
when the electronic transcript is displayed on a viewer (Hayashi, paragraph no. [0141], "An 
image is restored by the above processing and outputted to the image output unit 1905. The 
image output unit 1905 may be an image display apparatus such as a monitor or may be a storage 
device such as a magnetic disk"), "unit 1905" is the display to view data, as claimed. 

- incorporating the electronic transcript, a signature image file and the signature 
location information into the electronic transcript file; performing a hash operation on the 
electronic transcript file to generate a representation of the contents of the electronic 
transcript file; providing for the recording and time stamping by a digital notary service of 
the representation of the contents of the electronic transcript file (Hayashi, paragraph no. 
[0157], "Signature object image data is inputted to the signature device 131 and is subjected to 
signature processing using a first key, and signature data is outputted. Note that any signature 
device of the above-described embodiments may be used as the signature device in this 



Application/Control Number: 10/711,551 
Art Unit: 2134 



Page 1 1 



embodiment. For example, in the case in which the signature device in accordance with the 
second embodiment is applied, data which should be inputted is a code stream. In addition, the 
normalization processing is also performed in the signature device in this embodiment as in the 
above-described embodiments"); 

But Hayashi does not explicitly teach "digital notary service of the times tamping" 
However, in the relevant art at the time of invention Yuan discloses (Yuan, paragraph no. [0037], 
"In this particular example, service provider 130 provides digital notary service to generate and 
subsequently verify records of transactions. The service provider 130's records are stored in 
database 140, which typically is maintained with high security and reliability in order to enhance 
the trustworthiness of the records in the database 140 and of the services provided by service 
provider 130"), where image data used for digital signature as a "Digital Notary Service" as 
claimed. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention was made to incorporate the teaching of Hayashi with Yuan's disclosure of "Digital 
Notary Service to generate and subsequently verify records of transactions". 

The modification would be obvious because one of the ordinary skills in the art would 
want to notarize legal document electronically in a distributed environment to obtain/view/print 
the document anywhere from the world with out a visit to Attorney office, which is also serve as 
serve as time and cost saving purposes. 

As per claim 20, claim 19 is incorporated and Hayashi discloses: 

- wherein said step of performing a hash operation comprises: performing a first 
hash operation on said electronic transcript file to generate a representation of the contents 
of the electronic transcript file; concatenating data to the representation of the contents of 
the electronic transcript file, said data identifying a user; and performing a second hash 
operation on the data and the representation, the second hash operation generating a 
representation of the contents of the electronic transcript file and the data (Hayashi, 
Abstract, "A code stream and data indicating a normalization method are inputted to a 
normalization processing unit 21, and the normalization processing unit applies normalization 
processing to the code stream to generate a normalized code stream. Next, when signature data is 
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inputted . . .On the other hand, if the first Hash value and the second Hash value are not equal, the 
verification processing unit judges that the code stream is falsified"). 

As per claim 21, claim 1 incorporated and Hayashi discloses: 

-wherein said signature image is obtained by scanning a notarize copy of a signature 

(Hayashi, paragraph no. [0086], "First, pixel signals forming an image to be an object of 
signature processing are inputted to the image input unit 1 1 in the order of raster scan"). 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure (see form "PTO-892 Notice of Reference Cited"). 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Monjour Rahim whose telephone number is (571)270-3890. The examiner 
can normally be reached on 5:30 AM -3:30 PM (Mo-Th). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chameli Das can be reached on (571)272-3696. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (in USA or CANADA) or 571-272-1000. 

/Monjour Rahim/ 
Patent Examiner 
Art Unit: 2134 
Date: 06/04/2008 
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